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1.

XU THE CHUYEN DICH LEN Pl 861 CANH KHU VUC

CLOUD
BOI CANH TRONG NUGC




11801 CANH QUOC TE

Chuyén dich Ién Cloud tai cac chinh quyén lién bang My Chuyén dich I&n Cloud tai cac chinh quyén dia phuong UK
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Xay dung hé thong Smart City

To6i wu héa va cai thién chat lwong cung cap
dich vu cho nguw¢i dan va doanh nghiép

Giai quyét van dé ANM va dir liéu tap trung
Thanh cb6ng tai nhiéu thanh ph6é lon nhu
Bristol, London, ...
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5' *Cat chuyén 1400 may chu

S dung giai phap AWS Migration Factory

*Hoan thanh qua trinh Migration gan nhu lién
mach va can bang nhu cau cua t6é chuc

https://www.connectria.com/resources/case-study-us-state-government/ https://customers.microsoft.com




1.2 BOI CANH KHU VUC
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O Chién lugc Hybrid Cloud cua Chinh phu Malaysia
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2 Boi canh Gia tri dat dugc Ké hoach Gia tri dat dugc
l\(m

5’ Ké hoach Chinh pht sé vé&i muc ¢ 60% nam 2022, 70% cudi Q3 « Xay dung chuong trinh  Di chuyén 80% dir liéu cuta
r tiéu tham vong la chuyén it nhat 2023 MyGovCloud - v&i viéc két hop Chinh pht Lén Cloud vao cubi

U 70% hé thong va dir liéu Chinh * 95% giao dich cua Chinh phu Private Cloud tir Trung tam D nam 2022
%Q phd it nhay cdm lén dam may da duoc hoan thanh bang ky liéu Khu vuc cong va Public  Phat trién siéu (ng dung dé
_l-c_, thwong mai vao nam 2023. thuat s6 tir dau dén cuoi Cloud ttr cac nha cung cap: khai thac d&r liéu qudc gia

= « 86% ngudi dan va T77% AWS, Google Cloud Provider, mot cach toi uu

< doanh nghiép cho biét ho “rat Microsoft, Telekom Malaysia « Hién thuc hda cac sang kién
— hai long” hoac “cuc ky hai * Hop tac v&i cac Managed Chinh pht théng qua ap dung
(@) long” v&i cac dich vu cua Service Provider: Cloud cac nén tang cong nghé mai

Chinh pht s6 Connect, Enfrasys Solutions, nhv Al, Blockchain, loT,
Radmik Solutions, Awantec VR/AR
System
https://govinsider.asia/intl-en/article/key-lessons-from-the- httos://techwi : 2022/05/th L i - N
singapore-governments-ambitious-whole-of-government-cloud- ps://techwireasia.com/ /05/theres-a-new-governmen Vlel'tEL

R hybrid-cloud-service-in-malaysia/ _
migration-strategy solutions
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1.3 DICH CHUYEN VA NGUY CO ATTT

Thi trwérng cloud ting trwdng than toc

Nguén: Gartner 22.1%
r

20.4%

17.3%
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2023 2024 2025

Cac nguy co ATTT tiém an

A

Unmanaged Attack Surface Data Breach
& Shadow IT
D
0==
RISK - @

Third-Party Risk Cloud Compliance

250 triéu ban ghi

2022

1 ti di¥ liéu cw dan va 51 TB dir liéu

771 triéu ban ghi

2024

Tang 3 lan so véi 2022

Nguén: VCS Tl - 2024
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1.4 TAN CONG DUA TREN YEU TO DIA CHINH TR
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Xung dét Nga - Xung dét Israel - Hamas Bic Tridu Tién
Ukraine (Iran)
A n s

< Theigian: 01/2022, 04/2022 Thoi gian: Cuoi nam 2023 Tép trung vao loi ich tai chinh

C Nhom APT27 Nhém Malek Team thdng qua viéc danh cap tién
MO APT: Chinh Phd Ukraine APT: Trung tam Y té - Israel dién tor va thu thap théng tin tinh

E Nan nhan: Cé::: website 1:ihir|h phu Nan nhan: Thiét hai: 402 GB di¥ liéu bao tir cac to6 chirc Han Quéc va
«@ Thiét hai:  ngirng hoat dong trong Thiét hai:  (gbm théng tin ca nhan nhay phwong Tay

e nhiéu gio. Vu tan r:r‘jr]g vao cam, ho so'y té).

O nha may dién lam mat dién A i

U & mot khu vuc trong nhiéu Nguon: jns.org

S gio

8’] \\ Nguén: welivesecurity.com /
pd

]
@

Pha huy di¥ liéu Rao ban dir liéu
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1.5 BOI CANH TRONG NUGC

SR

Cac dinh hudng ré rang tt Chinh phti va Bo Thong tin va Truyén théng ]

Quyét dinh 749/QD-TTg

Phé duyét “Chuong trinh Chuyén déi s6 Qudc
gia” v&i cong nghé dam may phuc vu nhu cau
chuyén doi s6 cla cac co quan nha nudc va xa hoi

Congvan N4s5/BTTTT-CATT1

B6 Thong tin va Truyén thong hudng dan bo tiéu
chi, chi tiéu ky thuat dé danh gia va lua chon giai
phdp nén tang dién toan dam may phuc vu Chinh
phu dién t&/Chinh quyén dién tu

Nghi dinh 53/2022 ND-CP

Quy dinh rang cac doanh nghiép trong nudc phai
luu trir di¥ Lliéu n6i dia hda tai Viét Nam

MAKE IN VIETNAM

Lam chu cac cébng nghé BDTPM va da
dang cac loai hinh trng dung

100%
Cac co quan chinh phu str dung BTBM

70%
Doanh nghiép Viét Nam st dung digh vu
DTDM do doanh nghiép nQi cung cap

Multi Cloud

Két ndi nén tadng cung cap dich vu BPTBM cua
cac doanh nghiép theo mé hinh Multi Cloud
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1.6 BOI CANH TRONG NUGC
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TU Viettel Threat Intelligence

Lira dao, gia mao thwong hiéu Tai khoan bi danh cap L6 hong méi xuat hién
Tang 15% so cung ky Tang 21% so cung ky Tang 10% so cung ky

Rao ban dir liéu ca nhan,

10+ Terabyte X /
doanh nghiép tai VN
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@
\(O
Va

Muc tiéu: ban &, tai 90 vu
'r‘ea"“mwa chinh, CNTT, ... 96 triéu di¥ lidu b rao ban
& = 2 v A . .
S6 lwgng nan nhan bwdc dau bi tan cong Tang 2,5 lan so cung ky
A ~ s o P £ a
gap 10 lan so voi cac sy co duoc cong Muc tiéu: Ban Ié, dich vu cong, gido duc, tai
khai chinh, dich vu, céng nghé, van chuyén, y té san

xuat
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TU Viettel DD0S

, 21'%; SO VO cung

Ky
Sé cudc tan cong > 112,672
1Gbps
Sé cudc tan cong > 10,735
oGbps

Téng thdi gian tAn cdng

Cudc tAn cong > 15 phat  [EAZZA

Hau hét virot qua nang lwc chéng
DDoS cua doanh nghiép

Té liét SXKD cua doanh nghiép

Linh vwec anh hwéong: Céng nghé, ngan

hang, tai chinh, chirng khoan, co quan chue

nang
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02. SAN PHAM - LO TRINH
VIETTEL CLOUD

VIETTEL CLOUD PORFOLIO

MO HINH TRIEN KHAI




2.1. VIETTEL CLOUD

Viettel da trién khai nén tang Viettel
X(l)eltatelClOUd xay dung Ra"ﬁ Private Cloud cho Van phong Trung
cun cac mo hin 2 . . XA
) wong Pang, Van phong Quéc héi,
Private Hybrid-Public Cloud CQT nhu Hué, Béc Giang...

IA,

CCDV L6p ha tang (laaS), nén
tang (Paa$), tmg dung (SaaS)
ql an ly ha tang Cloud
oud Management)

Trién khai cac Private Cloud
S phuc vu kinh doanh dich vu
Vién thong tai Viét Nam va

cac thi trwong
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Viettel Private Cloud xac nhan dap
tng tiéu chi, chi tiéu ky thuat nén
tang dam may phuc vu Chinh ph
dién tu'/Chlnh quyén dién t& theo

van ban 1145/BTTTT-CATTT

(03/4/2020) va 2612/BTTTT-CATTT

(17/7/2021) cua B6 4T

Dang hoan thién |6 trinh phat
trién mé hinh Cloud Al, Cloud
Telco
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2.2. VIETTEL CLOUD PORTFOLIO
PaaS MSP SaasS

Container Hosting Dich vy an ninh, Cosé Dich vu an ninh, Dich vu Camera gidm sat va tri tué nhan tao
bao mat du liéu bao mat dam may

o \ficttel Kubernetes jA, \icttel - - :
‘@‘ Engine By Web Hosting dam may Database Dich v e \Hn’—frﬁtﬂtel Cloud Viettel Cloud Viettel E loud N U!{J.rt&_‘rl
) Ich vy tJ Camera Platform Al Paltform BB Camera Cloud Al

T —— i Viettel Key " l S5.0.C & hong bao mat

HIGL[? ) NEEIne M E-Ie"_ IITH oy @ Management @ ‘“;“:"[LT}E-}

BQistry PN Cmail Hosting Service >tart )

A“‘ "?_ . - - oy -+ ) -
Tu van, trién khai Dich vy an ninh, bao mat dam may Hosting
i &t Noi - - N > Viettel ~— mm=m \iettel Cloud Viettel Endpoint @vleuel ameuel

Dich vy két ndi & Al & Machine Learning & van hanh Cﬁ}i’.lm:driw =@ Firewall Security Domain [l SSL

o % Airflow 1F TensorFlow O PyTorch o-m Dichw % -

Security CON v hién dai hoa tu van Ung dl_-lng dém may

. . : Ij'_'D N Ng AT
-D e * o Weights . i3 tang iy

° X% : KubeFlow miflow MLflow
: Viettel e 7. &Biases {!‘." f u Microsoft 365 @ Viettel Cloud Desktop !b Viettel Cloud PC
O > Media CDN ~

> I AUDEINELES ' Viettel Dich wy - = IVA Viettel License Leasin =" SmartHome
o ¢ nvioia  NGC GPU &) Seldon Ii ‘--'1.-5r‘:1f:r-:l ?. s 7o % g -~ 3

10T Platform Services i3 pha el © S e

U mr JupyterHub lgls NVIDIA Triton PETVIEES axd Qiat Phap = Viettel StoreBox () Home Camera ﬁ Education Smartup
— — = TTL - - . . :
QJ ﬁ loT Platform b Il Inference Server ‘ﬁ#' Viettel vESS S&7 Viettel vContract
> pién todn ddm may Ao hoad mang Luu trd did liéu Sao luu di liéu

Viettel Cloud 1 viettel Cloud viettel Cloud

[ ]
: : o
WEE Viettel viettel Virtual viettel Dedicated 'DZHD Viettel viNetwork o Viettel Cloud Object Storage MMl Data Archiving (= (¥ Disaster Recovery s Backup
Start Cloud Private Cloud Private Cloud ﬂ» Private Cloud ¢ -

n
" s . —— Viettel Block Storage : =, = - afs _as
Can bang tai Dich vy két noi & phan phoi ndi dung

Viettel Viettel Open Viettel ) : _ - : .
Dedicated Cloud @ Private Cloud @ Cloud GPU I:I Viettel [.DJ Viettel File Storage [)-<] Viettel % Viettel {:} ggfﬁ:im

Load Balancer Interconnection

Viettel
=& Cloud Server

Hybrid Connect

DATA CENTER

Trung tadm di liéu Tu van, trién khai & van hanh
%? Viettel Colocation :=C" Viettel Disaster Recovery % Viettel Server Leasing 'K Viettel Network Device Leasing l?l?.?i el B iy

viettel

solutions



viettel
solutions

SOFTWARE
&5 & SERVICE

SaaS)

PLATFORM
A5 & SERVICE
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INFRASTRUCTURE
A5 A SERVICE

D|CH VY CLOUD (laa5 - PaasS

TRADITIOMNAL
OM-FREMISES

CLOUD COMPUTING

EN KHAI

HINH TRI
Community
Cloud

Hybrid Cloud

Mo

VIETTEL GO CLOUD
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03. m BAO VE - PHONG THU CHU ©DONG
CAC GIAI PHAP AN TOAN

THf)N C TN CAM NANG 9 BUGC

@ XU LY MAT AN TOAN THONG TIN
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3.1. Phuong an bao vé - Phong thu chd déng

Compromise Assessment SOC

Banh gid xam nhap hé théng, diéu tra sé, tu
van, khuyén nghi bién phap gia cé

Trién khai hé thong gidm sat ATTT lién
tuc 24/7 (SOC)

Endpoint Security

Trién khai gidi phdp bdo vé thiét bj du cudi
toan dién cho tét ca cac may tram nguoi
dong

Pentest/Audit

Kiém tra, danh gid ATTT dinh ky (it nhat 1
namy/ 1 lan) hé théng CNTT

Anti-DDoS + WAF on Cloud Pao tao

Giai phap bao vé phong chdng tén céng cho cac

’ ’ Bao tao nhan thdc ATTT cho nguor dong
ung dung cong khai

viettel
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3.2. THUC HIEN PAY DU CAM LANG 9 BUGC

3. Thyc hién phan vung truy cdp mang chgt ché
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8. Chl d9ng tim kiém dau hiéu tan c6ng, ra quét ma ddc, yéu cdu don vj chuyén trach xu ly
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3.2. XU Iy mat ATTT (vi du Ransomware)

Ngét két ndi mang, cé lap hé théng bj nhiém ] Phyc hoi ]

Ngéan chéan su [y lan cua mé doc SuU dung ban sao luu di liéu dé khéi phuc hé théng

w
) > > r l P - - -~ .
Bao cao sy ¢co ] ﬂﬂ Cai thién hé thong an ninh ]
Bao cao cho doi ngd an ninh thong tin dé thuc hién cac bién Trang bj gidi phap, thiét bi dém bdo ATTT
phap phan ung

huc mat an toan théng tin

banh gia thiét hai va xac dinh nguyén nhan ] Pao tao

Panh gia dé hiéu ré pham vi vé 3nh hudng cua cudc tdn céng Pao tao nv, nguoi ding vé cac bién phap phong

]

Q tranh ransomware trong tuong lai
U
‘E u | . 0 : ’r
v Thyc hién ra soat hunting toan bg hé thong ] Gidm sat ATTT lién tuc ]
R4 sodt vé g6 bo mé& doc, nguy co con ton tai trong he thong Gigm sat dé phat hién cac déu hiéu tén céng trong
tuong lar
viettel

solutions



Vé chang toi

Chung t6i co Chirng chi

_ Tir nha cung cap dich vu \UA-945. 5 5 -
. K. ad ren vk < ) Nha cung cép dich vu TTDL va BPTDM cé hé
Uy tin dan dau ludn gite vieng vi tri sé 1 tai Viét Nam ﬁ% théng tiéu chudn va chieng chi phong phu

va day da nhat.

Hé thong dich vu dworc thiét ké, van hanh,

Q
afd . :
.lﬂ-j Chat lweng dich vu cung cip theo cac tiéu chuin thé gi&i.
S Hé théng TTDL dat tiéu chuin Rated 3-TIA
942 Constructed Facilities, quy mo Ién va
_L=J hién dai nhat Viét Nam.
| ; 150 14001:2015
— i 3 |  Ha tang dich vu Cloud dwoc xay dwng, e
Q B - phat trien theo tiéu chuan cloud NIST, |
c _ - CNCF, dam bao chat lwong dich vu va an - AICPA) | Y e § 150 22301:2018
>m AAC NHAN toan thﬁng tin theo cac tiéu Chuén qu&c té. Cartified SOCY / N BUREAL YERITAS
Sibm tdng Vietel I Claud . Certification
< JAF T E R Mdrc dé san sang dich vu 99,99%.
i H T Tl . i
A s . - .y L e Moy i
Gl Nén tang dam may “Make in Vietnam” ‘,.55;?“3%{& /\f“ *ﬁ ,3,’} il A
g o L il “"’“}"" {’!,‘ ‘g*”i?
o — dap (rng yéu cau ve an toan théng tin mang ) i %. \ i ny'ii,;.
[ <27 || phuc vu Chinh phu dién tir/Chinh quyén dién ‘, Al g
- J tlr do Cuc ATTT — B6 TT&TT xac nhan. i : ng wo'i




Nang luc Viettel

Vé chang toi

Cong ty An ninh mang Viettel (Viettel Cyber
Security — VCS) la m6t thanh vién cda Tap doan
Viettel, cung cap kha nang bao vé ha tang k¥
thudt so trén toan thé gidi, ddng thdi thuc hién
nghién clu, phan tich chuy@én sau va phat trién
cac giai phap An toan théng tin.

Tan dung 100% nang Iuc phat trién ndi bd, chung
tdi cung cap day du cac gidi phap an ninh mang
tién tién, bdo vé chinh phu, cac tap doan I6n, va
ca cac doanh nghiép via va nho khdi cac moi de
doa an ninh mang trong thdi dai k§ thuat sé.

#1§ 500+
Best Cyber Security Company CHUYEN GIA
in Asia ATTT

(*): According to Cybersecurity Excellence Awards 2022-

2023
(100 - 499 employees)

100+

IKHACH HANG
TRONG VA
NGOAI NUGC

+2.300.000

Canh bao dudc
XU Iy hang nam

+16.000

Ung dung dugc
bdo vé

15 quoc gia
Hién dién va cung cap gidi phap,
dich vu

Japan, Philippines, Laos, Cambodia, Myanmar, Timo
Leste, Tanzania, Mozambique, Burundi, Peru, Haiti,
Vietnam, Hongkong, Singapore, South Africa

+43.000 +75.000
May chi dugc May tram dugc
bao vé bao vé

20+

GIAI PHAP VA DICH VU ATTT
DUOC CUNG CAP
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