DANH SACH CAC LO HONG PUQC KHAC PHUC TRONG
BAN CAP NHAT PATCH TUESDAY THANG 9/2025

Mikrc d§ nghiém

STT Tag CVE ID Danh muc CVE
trong

1 [Capability Access | CVE-2025-54108 |Ld hong leo thang dic quyén Capability |Quan trong
Management Service (camsvc) Access Management Service (camsvc)

2 | Xbox CVE-2025-55245 | L6 hong leo thang dic quyén Xbox Gaming | Quan trong

Services

3 |Azure Arc CVE-2025-55316 | L& hong leo thang dic quyén Azure Arc Quan trong

4 |Azure  Windows  Virtual |CVE-2025-49692 |L§ hong leo thang dic quyén Azure|Quan trong
Machine Agent Connected Machine Agent

5 |Graphics Kernel CVE-2025-55236 | L& hong RCE Graphics Kernel Nghiém trong




6 | Graphics Kernel CVE-2025-55223 |L§ hong leo thang dic quyén DirectX |Quan trong
Graphics Kernel
7 | Graphics Kernel CVE-2025-55226 | L& hong RCE Graphics Kernel Nghiém trong
8 |Microsoft AutoUpdate (MAU) |CVE-2025-55317 |Ld hong leo thang dic quyén Microsoft|Quan trong
AutoUpdate (MAU)
9 |Microsoft Brokering  File | CVE-2025-54105 |Ld hong leo thang dic quyén Microsoft | Quan trong
System Brokering File System
0 Microsoft Graphics CVE-2025-53807 | L& hong leo thang dic quyén Windows Quan trong
Component Graphics Component
11 |Microsoft Graphics | CVE-2025-53800 |LS hong leo thang dic quyén Windows |Nghiém trong
Component Graphics Component
12 |Microsoft High Performance | CVE-2025-55232 | L& héng RCE Microsoft High Performance | Quan trong

Compute Pack (HPC)

Compute (HPC) Pack




13 |Microsoft Office CVE-2025-54910 | L3 hong RCE Microsoft Office Nghiém trong
14 |Microsoft Office CVE-2025-55243 | L5 hong Spoofing Microsoft OfficePlus Quan trong
15 |Microsoft Office CVE-2025-54906 |L4 hong RCE Microsoft Office Quan trong
16 |Microsoft Office Excel CVE-2025-54902 | L& hong RCE Microsoft Excel Quan trong
17 |Microsoft Office Excel CVE-2025-54899 | L hong RCE Microsoft Excel Quan trong
18 |Microsoft Office Excel CVE-2025-54904 | L& hong RCE Microsoft Excel Quan trong
19 |Microsoft Office Excel CVE-2025-54903 | L& hong RCE Microsoft Excel Quan trong
20 [Microsoft Office Excel CVE-2025-54898 |L hong RCE Microsoft Excel Quan trong
21 |Microsoft Office Excel CVE-2025-54896 |Ld hong RCE Microsoft Excel Quan trong
22 | Microsoft Office Excel CVE-2025-54900 |Ld hong RCE Microsoft Excel Quan trong
23 | Microsoft Office Excel CVE-2025-54901 | L& hong tiét 16 thong tin Microsoft Excel Quan trong




24 |Microsoft Office PowerPoint |CVE-2025-54908 | L& hong RCE Microsoft PowerPoint Quan trong

25 |Microsoft Office SharePoint |CVE-2025-54897 | L& hong RCE Microsoft SharePoint Quan trong

26 |Microsoft Office Visio CVE-2025-54907 | L& hong RCE Microsoft Office Visio Quan trong

27 |Microsoft Office Word CVE-2025-54905 |Ld hong tiét 16 thong tin Microsoft Word Quan trong

28 |Microsoft Virtual Hard Drive |CVE-2025-54112 |L3 hoéng leo thang dic quyén Microsoft|Quan trong
Virtual Hard Disk

29 [Role: Windows Hyper-V CVE-2025-54092 |L& hong leo thang dic quyén Windows | Quan trong
Hyper-V

30 |Role: Windows Hyper-V CVE-2025-54091 |L& hong leo thang dic quyén Windows | Quan trong
Hyper-V

31 |Role: Windows Hyper-V CVE-2025-54115 |L& hong leo thang dic quyén Windows | Quan trong

Hyper-V




32 |Role: Windows Hyper-V CVE-2025-54098 |L& hong leo thang dic quyén Windows|Quan trong
Hyper-V

33 |SQL Server CVE-2025-47997 |L& hong tiét 16 thong tin Microsoft SQL|Quan trong
Server

34 | SQL Server CVE-2025-55227 |Ld hong leo thang dic quyén Microsoft SQL | Quan trong
Server

35 |SQL Server CVE-2024-21907 |L6 hong DoS  VulnCheck trong|Khong xac dinh
Newtonsoft[.]Json

36 |Windows Ancillary Function|CVE-2025-54099 |L3 hong leo thang dic quyén Windows | Quan trong

Driver for WinSock Ancillary Function Driver for WinSock

37 | Windows BitLocker CVE-2025-54911 |L& hong leo thang dic quyén Windows | Quan trong
BitLocker

38 | Windows BitLocker CVE-2025-54912 |L§ hong leo thang dic quyén Windows|Quan trong

BitLocker




39 | Windows Bluetooth Service |CVE-2025-53802 |L& hong leo thang dic quyén Windows |Quan trong
Bluetooth Service

40 |Windows Connected Devices| CVE-2025-54102 |Ld hong leo thang dic quyén Windows | Quan trong
Platform Service Connected Devices Platform Service

41 |Windows Connected Devices|CVE-2025-54114 |L3 hong DoS Windows Connected Devices | Quan trong
Platform Service Platform Service (Cdpsvc)

42 |Windows Defender Firewall| CVE-2025-53810 |Ld hong leo thang dic quyén Windows | Quan trong
Service Defender Firewall Service

43 |Windows Defender Firewall| CVE-2025-53808 |Ld hong leo thang dic quyén Windows | Quan trong
Service Defender Firewall Service

44 |Windows Defender Firewall| CVE-2025-54094 |L3d hong leo thang dic quyén Windows | Quan trong
Service Defender Firewall Service

45 |Windows Defender Firewall | CVE-2025-54915 |L3 hong leo thang dic quyén Windows |Quan trong

Service

Defender Firewall Service




46 |Windows Defender Firewall | CVE-2025-54109 |L3 hong leo thang dic quyén Windows |Quan trong
Service Defender Firewall Service
47 |Windows Defender Firewall| CVE-2025-54104 |L3d hong leo thang dic quyén Windows | Quan trong
Service Defender Firewall Service
48 | Windows DWM CVE-2025-53801 |L& hong leo thang dic quyén Microsoft|Quan trong
DWM Core Library
49 | Windows Imaging Component | CVE-2025-53799 |Ld hong tiét 16 thong tin Windows Imaging | Nghiém trong
Component
50 |Windows Internet Information | CVE-2025-53805 |L& hong DoS HTTP[.]sys Quan trong
Services
51 |Windows Kernel CVE-2025-53803 |L& hong tiét 16 thong tin Windows Kernel | Quan trong
Memory
52 | Windows Kernel CVE-2025-53804 |L& hong tiét 16 thong tin Windows Kernel- | Quan trong

Mode Driver




53 | Windows Kernel CVE-2025-54110 |L& hong leo thang dic quyén Windows|Quan trong
Kernel Elevation of Privilege Vulnerability
54 |Windows Local Security | CVE-2025-54894 |L§ hong leo thang dic quyén Local Security | Quan trong
Authority Subsystem Service Authority Subsystem Service
(LSASS)
55 |Windows Local  Security | CVE-2025-53809 |L& hong DoS Local Security Authority|Quan trong
Authority Subsystem Service Subsystem Service (LSASS)
(LSASS)
56 | Windows Management | CVE-2025-54103 |Ld hong leo thang dic quyén Windows |Quan trong
Services Management Service
57 | Windows MapUrlToZone CVE-2025-54107 |L& hong Bypass MapUrlToZone Security | Quan trong
Feature
58 | Windows MapUrlToZone CVE-2025-54917 | L& hong Bypass MapUrlToZone Security Quan trong




59 | Windows MultiPoint Services |CVE-2025-54116 |L& hong leo thang dic quyén Windows|Quan trong
MultiPoint Services
60 | Windows NTFS CVE-2025-54916 |L& hong RCE Windows NTFS Quan trong
61 |Windows NTLM CVE-2025-54918 |L§ hong leo thang dic quyén Windows |Nghiém trong
NTLM
62 | Windows PowerShell CVE-2025-49734 |L§ héng leo thang dic quyén PowerShell | Quan trong
Direct
63 | Windows Routing and Remote | CVE-2025-54095 | L& hong tiét 1o thong tin Windows Routing | Quan trong
Access Service (RRAS) and Remote Access Service (RRAS)
64 | Windows Routing and Remote | CVE-2025-54096 |Ld héng tiét 16 thong tin Windows Routing | Quan trong
Access Service (RRAS) and Remote Access Service (RRAS)
65 | Windows Routing and Remote | CVE-2025-53797 | L héng tiét 16 thong tin Windows Routing | Quan trong

Access Service (RRAS)

and Remote Access Service (RRAS)




66

Windows Routing and Remote

Access Service (RRAS)

CVE-2025-53796

L3 hong tiét 16 thong tin Windows Routing
and Remote Access Service (RRAS)

Quan trong

67

Windows Routing and Remote

Access Service (RRAS)

CVE-2025-54106

L4 hong RCE Windows Routing and Remote
Access Service (RRAS)

Quan trong

68

Windows Routing and Remote

Access Service (RRAS)

CVE-2025-54097

Ld hong tiét 1o thong tin Windows Routing
and Remote Access Service (RRAS)

Quan trong

69

Windows Routing and Remote

Access Service (RRAS)

CVE-2025-53798

Ld hong tiét 1o thong tin Windows Routing
and Remote Access Service (RRAS)

Quan trong

70

Windows Routing and Remote

Access Service (RRAS)

CVE-2025-54113

L5 hong RCE Windows Routing and Remote
Access Service (RRAS)

Quan trong

71

Windows Routing and Remote

Access Service (RRAS)

CVE-2025-55225

Ld hong tiét 16 thong tin Windows Routing
and Remote Access Service (RRAS)

Quan trong

72

Windows Routing and Remote

Access Service (RRAS)

CVE-2025-53806

L3 hong tiét 16 thong tin Windows Routing
and Remote Access Service (RRAS)

Quan trong




73 | Windows SMB CVE-2025-55234 | L& hong leo thang dic quyén Windows SMB | Quan trong
74 | Windows SMBv3 Client CVE-2025-54101 |L& hong RCE Windows SMB Client Quan trong
75 |Windows SPNEGO Extended | CVE-2025-54895 |L3 hong leo thang dic quyén SPNEGO |Quan trong
Negotiation Extended Negotiation (NEGOEX) Security
Mechanism
76 | Windows TCP/IP CVE-2025-54093 |L§ hong leo thang dic quyén Windows|Quan trong
TCP/IP Driver
77 |Windows Ul XAML Maps|CVE-2025-54913 |L hong leo thang dic quyén Windows UI|Quan trong
MapControlSettings XAML Maps MapControlSettings
78 |Windows Ul XAML Phone|CVE-2025-54111 |L hong leo thang dic quyén Windows UI|Quan trong
DatePickerFlyout XAML Phone DatePickerFlyout
79 | Windows Win32K - GRFX CVE-2025-55224 | L4 hong RCE Windows Hyper-V Nghiém trong




80 | Windows Win32K - GRFX CVE-2025-55228 |L6 hong RCE Windows Graphics |Nghiém trong
Component
81 | Windows Win32K - GRFX CVE-2025-54919 |L6 héng RCE Windows Graphics|Quan trong

Component




