DANH SACH CAC LO HONG PUQC KHAC PHUC TRONG
BAN CAP NHAT PATCH TUESDAY THANG 10/2025

Mirc do
STT Tag CVE ID Danh muc CVE
nghiém trong
1 |.NET CVE-2025-55247 | L& hong leo thang dic quyén .NET Quan trong
2 | NET, NET Framework, |CVE-2025-55248 |Ld héng tiét 10 thong tin .NET, .NET Framework, | Quan trong
Visual Studio va Visual Studio
3 |Active Directory Federation|CVE-2025-59258 |L& hong tiét 16 thong tin Windows Active Directory | Quan trong
Services Federation Services (ADFS)
4 |Agere  Windows CVE-2025-24990 |L& hong leo thang dic quyén Windows Agere |Quan trong
Driver Modem Driver
5 |Agere  Windows CVE-2025-24052 |L& hong leo thang dic quyén Windows Agere|Quan trong
Driver Modem Driver




6 | AMD Restricted Memory Page | CVE-2025-0033 |L6 héng RCE AMD CVE-2025-0033: RMP|Nghiém trong
Corruption During SNP Initialization

7 |ASP.NET Core CVE-2025-55315 |LJ hong Bypass ASPNET Quan trong

8 |Connected Devices Platform |CVE-2025-59191 |Ld hong leo thang dic quyén Windows Connected | Quan trong
Service (Cdpsvc) Devices Platform Service

9 |Connected Devices Platform |CVE-2025-55326 |Ld hong RCE Windows Connected Devices |Quan trong
Service (Cdpsvc) Platform Service (Cdpsvc)

10 |Connected Devices Platform | CVE-2025-58719 |L hong leo thang dic quyén Windows Connected | Quan trong
Service (Cdpsvc) Devices Platform Service

11 |Data Sharing Service Client CVE-2025-59200 |Ld hong Spoofing Data Sharing Service Quan trong

12 |GitHub CVE-2025-59288 |Ld hong Spoofing Playwright Moderate

13 |Inbox COM Objects CVE-2025-58735 |L6 hong RCE Inbox COM Objects (Global |Quan trong

Memory)




14 |Inbox COM Objects CVE-2025-58732 |Ld hdong RCE Inbox COM Objects (Global |Quan trong
Memory)

15 |Inbox COM Objects CVE-2025-59282 | L5 hong RCE Internet Information Services (IIS) | Quan trong
Inbox COM Objects (Global Memory)

16 |Inbox COM Objects CVE-2025-58733 |L6 hong RCE Inbox COM Objects (Global |Quan trong
Memory)

17 |Inbox COM Objects CVE-2025-58734 |L6 hong RCE Inbox COM Objects (Global |Quan trong
Memory)

18 |Inbox COM Objects CVE-2025-58738 |L6 hong RCE Inbox COM Objects (Global |Quan trong
Memory)

19 |Inbox COM Objects CVE-2025-58731 |L6 hong RCE Inbox COM Objects (Global |Quan trong
Memory)

20 |Inbox COM Objects CVE-2025-58730 |L6 hong RCE Inbox COM Objects (Global |Quan trong

Memory)




21 [Inbox COM Objects CVE-2025-58736 |L6 hong RCE Inbox COM Objects (Global |Quan trong
Memory)
22 |Internet Explorer CVE-2025-59295 | L hong RCE Windows URL Parsing Quan trong
23 |JDBC Driver for SQL Server |CVE-2025-59250 | L& hong Spoofing JDBC Driver for SQL Server Quan trong
24 |Microsoft  Brokering  File | CVE-2025-48004 | L& hong leo thang dic quyén Microsoft Brokering | Quan trong
System File System
25 |Microsoft  Brokering  File | CVE-2025-59189 | L hong leo thang dic quyén Microsoft Brokering | Quan trong
System File System
26 |Microsoft Configuration | CVE-2025-55320 |Ld hong leo thang dic quyén Configuration|Quan trong
Manager Manager
27 |Microsoft Configuration | CVE-2025-59213 |L6 hong leo thang dic quyén Configuration |Quan trong
Manager Manager
28 |Microsoft Defender for Linux |CVE-2025-59497 | L& hong DoS Microsoft Defender for Linux Quan trong




29 [Microsoft Exchange Server CVE-2025-59248 | L5 hong Spoofing Microsoft Exchange Server Quan trong
30 | Microsoft Exchange Server CVE-2025-59249 |L§ hong leo thang dic quyén Microsoft Exchange | Quan trong
Server
31 |Microsoft Exchange Server CVE-2025-53782 | L& hong leo thang dic quyén Microsoft Exchange | Quan trong
Server
32 |Microsoft Cluster | CVE-2025-59260 |L hong tiét 16 thong tin Microsoft Failover Cluster | Quan trong
Virtual Driver Virtual Driver

33 |Microsoft Graphics | CVE-2025-59195 | L hong DoS Microsoft Graphics Component Quan trong
Component

34 | Microsoft Graphics | CVE-2016-9535 |L§ hong RCE MITRE CVE-2016-9535: LibTIFF |Nghiém trong
Component Heap Buffer Overflow

35 |Microsoft Graphics | CVE-2025-59261 |Ld hong leo thang dic quyén Windows Graphics |Quan trong

Component

Component




36 | Microsoft Graphics | CVE-2025-49708 |Ld hong leo thang dic quyén Microsoft Graphics | Nghiém trong
Component Component
37 |Microsoft Graphics | CVE-2025-59205 |L& hong leo thang dic quyén Windows Graphics |Quan trong
Component Component
38 |Microsoft Office CVE-2025-59229 |Ld hong DoS Microsoft Office Quan trong
39 |Microsoft Office CVE-2025-59227 | L hong RCE Microsoft Office Nghiém trong
40 [Microsoft Office CVE-2025-59234 | L3 hong RCE Microsoft Office Nghiém trong
41 [Microsoft Office Excel CVE-2025-59223 | L& hong RCE Microsoft Excel Quan trong
42 | Microsoft Office Excel CVE-2025-59224 | L hong RCE Microsoft Excel Quan trong
43 | Microsoft Office Excel CVE-2025-59225 | L& hong RCE Microsoft Excel Quan trong
44 | Microsoft Office Excel CVE-2025-59232 | L& hong tiét 16 thong tin Microsoft Excel Quan trong
45 | Microsoft Office Excel CVE-2025-59235 | L& hong tiét 16 thong tin Microsoft Excel Quan trong




46 |Microsoft Office Excel CVE-2025-59233 | L5 hong RCE Microsoft Excel Quan trong
47 |Microsoft Office Excel CVE-2025-59231 | L& hong RCE Microsoft Excel Quan trong
48 | Microsoft Office Excel CVE-2025-59236 | L& hong RCE Microsoft Excel Nghiém trong
49 |Microsoft Office Excel CVE-2025-59243 | L5 hong RCE Microsoft Excel Quan trong
50 |Microsoft Office PowerPoint | CVE-2025-59238 |LJ hong RCE Microsoft PowerPoint Quan trong
51 |Microsoft Office SharePoint | CVE-2025-59237 |L§ hong RCE Microsoft SharePoint Quan trong
52 |Microsoft Office SharePoint | CVE-2025-59228 |L§ hong RCE Microsoft SharePoint Quan trong
53 | Microsoft Office Visio CVE-2025-59226 |L& hong RCE Microsoft Office Visio Quan trong
54 |Microsoft Office Word CVE-2025-59222 | L4 hong RCE Microsoft Word Quan trong
55 |Microsoft Office Word CVE-2025-59221 | L hong RCE Microsoft Word Quan trong
56 |Microsoft PowerShell CVE-2025-25004 |LJ hong leo thang dic quyén PowerShell Quan trong




57 |Microsoft Windows CVE-2025-55701 |L& héng leo thang dic quyén Windows |Quan trong
Authentication
58 |Microsoft Windows Codecs|CVE-2025-54957 |L§ hong RCE MITRE CVE-2025-54957: Integer | Quan trong
Library Overflow in Dolby Digital Plus audio decoder
59 |Microsoft Windows Search|CVE-2025-59198 |L& hong DoS Windows Search Service Quan trong
Component
60 |Microsoft Windows Search|CVE-2025-59190 | L& hong DoS Windows Search Service Quan trong
Component
61 |Microsoft Windows Search|CVE-2025-59253 | L& hong DoS Windows Search Service Quan trong
Component
62 |Microsoft Windows Speech CVE-2025-58715 |L& hong leo thang dic quyén Windows Speech |Quan trong
Runtime
63 | Microsoft Windows Speech CVE-2025-58716 |L§ hong leo thang dic quyén Windows Speech |Quan trong

Runtime




64 |Network Connection Status|CVE-2025-59201 |Ld hong leo thang dic quyén Network Connection | Quan trong
Indicator (NCSI) Status Indicator (NCSI)
65 |NtQueryInformation  Token|CVE-2025-55696 |LJ hong leo thang dic quyén NtQueryInformation | Quan trong
function (ntifs.h) Token function (ntifs.h)
66 |Redis Enterprise CVE-2025-59271 | L& hong leo thang dic quyén Redis Enterprise Nghiém trong
67 |Remote Desktop Client CVE-2025-58718 | L& hong RCE Remote Desktop Client Quan trong
68 |Software Protection Platform|CVE-2025-59199 |L hong leo thang didc quyén Software Protection |Quan trong
(SPP) Platform (SPP)
69 |Storport.sys Driver CVE-2025-59192 |Ld hong leo thang dic quyén Storport.sys Driver | Quan trong
70 | TCG TPM2.0 CVE-2025-2884 |Ld hong tiét 16 thong tin (doc ngoai gidi han) Cert | Quan trong
CC: CVE-2025-2884 in TCG TPM2.0 reference
implementation
71 | Virtual Secure Mode CVE-2025-48813 | L& hong Spoofing Virtual Secure Mode Quan trong




72 | Visual Studio CVE-2025-55240 | L& hong leo thang ddc quyén Visual Studio Quan trong
73 | Visual Studio CVE-2025-54132 | L& hong tiét 16 thong tin GitHub CVE-2025-54132: | Quan trong
Arbitrary Image Fetch in Mermaid Diagram Tool

74 |Windows Ancillary Function|CVE-2025-58714 |L§ hong leo thang dic quyén Windows Ancillary | Quan trong
Driver for WinSock Function Driver for WinSock

75 |Windows Ancillary Function|CVE-2025-59242 |L§ hong leo thang dic quyén Windows Ancillary | Quan trong
Driver for WinSock Function Driver for WinSock

76 | Windows Authentication | CVE-2025-59277 |Ld hoéng leo thang dic quyén Windows |Quan trong
Methods Authentication

77 | Windows Authentication | CVE-2025-59278 |Ld héng leo thang dic quyén Windows|Quan trong
Methods Authentication

78 | Windows Authentication | CVE-2025-59275 |L6 hong leo thang dic quyén Windows |Quan trong

Methods

Authentication




79 | Windows BitLocker CVE-2025-55337 |LS hong Bypass Windows BitLocker Security |Quan trong
Feature

80 | Windows BitLocker CVE-2025-55332 |L§ hong Bypass Windows BitLocker Security |Quan trong
Feature

81 |Windows BitLocker CVE-2025-55333 |L6 hong Bypass Windows BitLocker Security |Quan trong
Feature

82 | Windows BitLocker CVE-2025-55330 |L6 hong Bypass Windows BitLocker Security |Quan trong
Feature

83 | Windows BitLocker CVE-2025-55338 |L&6 hong Bypass Windows BitLocker Security |Quan trong
Feature

84 | Windows BitLocker CVE-2025-55682 |L&6 hong Bypass Windows BitLocker Security |Quan trong
Feature

85 | Windows Bluetooth Service | CVE-2025-59290 |L§ hong leo thang dic quyén Windows Bluetooth | Quan trong

Service




86 | Windows Bluetooth Service | CVE-2025-58728 |L§ hong leo thang dic quyén Windows Bluetooth | Quan trong
Service
87 | Windows Bluetooth Service | CVE-2025-59289 |L& hong leo thang dic quyén Windows Bluetooth | Quan trong
Service
88 |Windows Cloud Files Mini|CVE-2025-55680 |LJ hong leo thang dic quyén Windows Cloud Files | Quan trong
Filter Driver Mini Filter Driver
89 |Windows Cloud Files Mini|CVE-2025-55336 |LJ hong tiét 16 thong tin Windows Cloud Files Mini | Quan trong
Filter Driver Filter Driver
90 | Windows COM CVE-2025-58725 |L& hong leo thang dic quyén Windows COM+ |Quan trong
Event System Service
91 |Windows Connected Devices|CVE-2025-58727 |Ld hong leo thang dic quyén Windows Connected | Quan trong
Platform Service Devices Platform Service
92 | Windows Core Shell CVE-2025-59185 | L4 hong Spoofing NTLM Hash Disclosure Quan trong




93 | Windows Core Shell CVE-2025-59244 | L5 hong Spoofing NTLM Hash Disclosure Quan trong
94 | Windows Cryptographic | CVE-2025-58720 |Ld hong tiét 16 thong tin Windows Cryptographic | Quan trong
Services Services
95 |Windows Device Association|CVE-2025-50174 |L& hong leo thang dic quyén Windows Device | Quan trong
Broker service Association Broker Service
96 |Windows Device Association|CVE-2025-55677 |L& hong leo thang dic quyén Windows Device | Quan trong
Broker service Association Broker Service
97 | Windows Digital Media CVE-2025-53150 |L& hong leo thang dic quyén Windows Digital | Quan trong
Media
98 | Windows Digital Media CVE-2025-50175 |L& hong leo thang dic quyén Windows Digital | Quan trong
Media
99 | Windows DirectX CVE-2025-55678 |L& hong leo thang dic quyén DirectX Graphics | Quan trong

Kernel




100 | Windows DirectX CVE-2025-55698 | L& hong DoS DirectX Graphics Kernel Quan trong

101 | Windows DWM CVE-2025-58722 | L& hong leo thang dic quyén Microsoft DWM Core | Quan trong
Library

102 | Windows DWM CVE-2025-55681 |L§ hong leo thang dic quyén Desktop Windows | Quan trong
Manager

103 | Windows DWM Core Library |CVE-2025-59255 |Lb héng leo thang dic quyén Windows DWM Core | Quan trong
Library

104 | Windows DWM Core Library |CVE-2025-59254 |Lb hong leo thang ddc quyén Microsoft DWM Core | Quan trong
Library

105 | Windows Error Reporting CVE-2025-55692 |L& héng leo thang dic quyén Windows Error|Quan trong
Reporting Service

106 | Windows Error Reporting CVE-2025-55694 |L& héng leo thang dic quyén Windows Error|Quan trong

Reporting Service




107 | Windows ETL Channel CVE-2025-59197 | L& hong tiét 16 thong tin Windows ETL Channel | Quan trong
108 | Windows Failover Cluster CVE-2025-59188 | L& hong tiét 16 thong tin Microsoft Failover Cluster | Quan trong
109 | Windows Failover Cluster CVE-2025-47979 | L& hong tiét 16 thong tin Microsoft Failover Cluster | Quan trong
110 | Windows File Explorer CVE-2025-59214 |L6 hong Spoofing Microsoft Windows File |Quan trong
Explorer
111 | Windows File Explorer CVE-2025-58739 |L6 hong Spoofing Microsoft Windows File |Quan trong
Explorer
112 | Windows Health and | CVE-2025-59241 | L4 hong leo thang dic quyén Windows Health and | Quan trong
Optimized Experiences Optimized Experiences
Service
113 | Windows Hello CVE-2025-53139 |Ld hong Bypass Windows Hello Security Feature |Quan trong
114 | Windows High Availability | CVE-2025-59184 |Ld hong tiét 10 thong tin Storage Spaces Direct Quan trong

Services




115 | Windows Hyper-V CVE-2025-55328 | L& hong leo thang ddc quyén Windows Hyper-V | Quan trong
116 | Windows Kernel CVE-2025-55679 | L& hong tiét 16 thong tin Windows Kernel Quan trong
117 | Windows Kernel CVE-2025-55683 |LJ hong tiét 16 thong tin Windows Kernel Quan trong
118 | Windows Kernel CVE-2025-59207 |L3 hong leo thang dic quyén Windows Kernel Quan trong
119 | Windows Kernel CVE-2025-55334 | L hong Bypass Windows Kernel Security Feature |Quan trong
120 | Windows Kernel CVE-2025-59186 | L& hong tiét 16 thong tin Windows Kernel Quan trong
121 | Windows Kernel CVE-2025-55693 |Ld hong leo thang dic quyén Windows Kernel Quan trong
122 | Windows Kernel CVE-2025-59194 |Ld hong leo thang dic quyén Windows Kernel Quan trong
123 | Windows Kernel CVE-2025-59187 |Ld hong leo thang dic quyén Windows Kernel Quan trong
124 | Windows Kernel CVE-2025-50152 | L& hong leo thang dic quyén Windows Kernel Quan trong
125 | Windows Kernel CVE-2025-55699 | L3 hong tiét 16 thong tin Windows Kernel Quan trong




126 |Windows  Local  Session|CVE-2025-58729 |Ld hong DoS Windows Local Session Manager |Quan trong
Manager (LSM) (LSM)

127 |Windows  Local  Session|CVE-2025-59257 |L& héng DoS Windows Local Session Manager |Quan trong
Manager (LSM) (LSM)

128 |Windows  Local  Session |CVE-2025-59259 [L& hong DoS Windows Local Session Manager |Quan trong
Manager (LSM) (LSM)

129 | Windows Management | CVE-2025-59193 |L6 hong leo thang dic quyén Windows|Quan trong
Services Management Services

130 | Windows Management | CVE-2025-59204 |Ld hong tiét 16 thong tin Windows Management |Quan trong
Services Services

131 | Windows MapUrlToZone CVE-2025-59208 | L& hong tiét 16 thong tin Windows MapUrlToZone | Quan trong

132 | Windows NDIS CVE-2025-55339 |LJ hong leo thang dic quyén Windows Network | Quan trong

Driver Interface Specification Driver




133 | Windows NTFS CVE-2025-55335 |LJ hong leo thang dic quyén Windows NTFS Quan trong

134 | Windows NTLM CVE-2025-59284 | L& hong Spoofing Windows NTLM Quan trong

135 | Windows CVE-2025-55331 |L& hdéng leo thang dic quyén Windows |Quan trong
PrintWorkflowUserSvc PrintWorkflowUserSvc

136 | Windows CVE-2025-55689 |L6 hong leo thang dic quyén Windows |Quan trong
PrintWorkflowUserSvc PrintWorkflowUserSvc

137 | Windows CVE-2025-55685 |L6 hong leo thang dic quyén Windows |Quan trong
PrintWorkflowUserSvc PrintWorkflowUserSvc

138 | Windows CVE-2025-55686 |L& hdéng leo thang dic quyén Windows |Quan trong
PrintWorkflowUserSvc PrintWorkflowUserSvc

139 | Windows CVE-2025-55690 |L& hdéng leo thang dic quyén Windows |Quan trong
PrintWorkflowUserSvc PrintWorkflowUserSvc




140 | Windows CVE-2025-55684 |L& hoéng leo thang dic quyén Windows |Quan trong
PrintWorkflowUserSvc PrintWorkflowUserSvc

141 | Windows CVE-2025-55688 |L6 hdéng leo thang dic quyén Windows |Quan trong
PrintWorkflowUserSvc PrintWorkflowUserSvc

142 | Windows CVE-2025-55691 |L6 hong leo thang dic quyén Windows |Quan trong
PrintWorkflowUserSvc PrintWorkflowUserSvc

143 |Windows Push Notification | CVE-2025-59209 (L& hong tiét 16 thong tin Windows Push|Quan trong
Core Notification

144 | Windows Push Notification |[CVE-2025-59211 |Ld hong tiét 16 thong tin Windows Push|Quan trong
Core Notification

145 |Windows Remote  Access | CVE-2025-59230 |Ld hong leo thang dic quyén Windows Remote |Quan trong
Connection Manager Access Connection Manager

146 | Windows Remote Desktop CVE-2025-58737 | L& hong RCE Remote Desktop Protocol Quan trong




147

Windows Remote Desktop

Protocol

CVE-2025-55340

L3 hong Bypass Windows Remote Desktop

Protocol Security Feature

Quan trong

148

Windows Remote Desktop

Services

CVE-2025-59202

L3 hong leo thang dic quyén Windows Remote

Desktop Services

Quan trong

149

Windows Remote Procedure

Call

CVE-2025-59502

L3 hong DoS Remote Procedure Call

Trung binh

150

Windows Resilient File System
(ReFS)

CVE-2025-55687

Ld hong leo thang dic quyén Windows Resilient
File System (ReFS)

Quan trong

151

Windows Resilient File System
(ReFS) Deduplication Service

CVE-2025-59210

Ld hong leo thang dic quyén Windows Resilient

File System (ReFS) Deduplication Service

Quan trong

152

Windows Resilient File System
(ReFS) Deduplication Service

CVE-2025-59206

L3 hong leo thang dic quyén Windows Resilient

File System (ReFS) Deduplication Service

Quan trong

153

Windows Routing and Remote

Access Service (RRAS)

CVE-2025-58717

L3 hong tiét 16 thong tin Windows Routing and
Remote Access Service (RRAS)

Quan trong




154 | Windows Routing and Remote | CVE-2025-55700 |Ld hong tiét 16 thong tin Windows Routing and |Quan trong
Access Service (RRAS) Remote Access Service (RRAS)
155 | Windows Secure Boot CVE-2025-47827 | L& hong Bypass MITRE CVE-2025-47827: Secure | Quan trong
Boot in IGEL OS before 11
156 |Windows ~ Server  Update | CVE-2025-59287 |L& hong RCE Windows Server Update Service |Nghiém trong
Service (WSUS)
157 | Windows SMB Client CVE-2025-59280 |LJ hong Tampering Windows SMB Client Quan trong
158 | Windows SMB Server CVE-2025-58726 |Ld hong leo thang dic quyén Windows SMB Server | Quan trong
159 | Windows SSDP Service CVE-2025-59196 |L& héng leo thang dic quyén Windows Simple | Quan trong
Search and Discovery Protocol (SSDP) Service
160 | Windows StateRepository APT | CVE-2025-59203 |Ld hong tiét 16 thong tin Windows State Repository | Quan trong

API Server File




161 | Windows Storage | CVE-2025-55325 |Ld hong tiét 16 thong tin Windows Storage |Quan trong
Management Provider Management Provider
162 | Windows Taskbar Live CVE-2025-59294 |L§ hong tiét 16 thong tin Windows Taskbar Live | Quan trong
Preview
163 | Windows USB Video Driver |CVE-2025-55676 |L& hong tiét 16 thong tin Windows USB Video Class | Quan trong
System Driver
164 | Windows Virtualization-Based | CVE-2025-53717 |[L& hong leo thang dic quyén Windows|Quan trong
Security (VBS) Enclave Virtualization-Based Security (VBS) Enclave
165 | Windows WLAN Auto Config |CVE-2025-55695 |Ld hong tiét 16 thong tin Windows WLAN |Quan trong
Service AutoConfig Service
166 | Xbox CVE-2025-53768 |Ld hong leo thang dic quyén Xbox IStorageService | Quan trong
167 | XBox Gaming Services CVE-2025-59281 |L& hong leo thang dic quyén Xbox Gaming|Quan trong

Services




