DANH SACH CAC LO HONG PUQC KHAC PHUC TRONG
BAN CAP NHAT PATCH TUESDAY THANG 8/2025

Mikrc d§ nghiém

STT Tag CVEID Danh muc CVE

trong

1 Azure File Sync CVE-2025-53729 | L hong leo thang dic quyén Microsoft Azure | Quan trong
File Sync

2 | Azure Stack CVE-2025-53793 | L hong tiét 16 thong tin Azure Stack Hub | Nghiém trong
3 |Azure Stack CVE-2025-53765 | L hong tiét 1o thong tin Quan trong
4 | Azure Virtual Machines CVE-2025-49707 |Ld hong Spoofing Azure Virtual Machines | Nghiém trong
5 | Azure Virtual Machines CVE-2025-53781 |Ld hong tiét 10 thong tin Azure Virtual |Nghiém trong

Machines




6 |Desktop Windows Manager | CVE-2025-53152 |Ld hong RCE Desktop Windows Manager | Quan trong
7  |Desktop Windows Manager | CVE-2025-50153 |Ld hong leo thang dic quyén Desktop |Quan trong
Windows Manager

8  |GitHub Copilot and Visual | CVE-2025-53773 |Ld hong RCE GitHub Copilot and Visual |Quan trong
Studio Studio

9 Graphics Kernel CVE-2025-50176 |Lb hong RCE DirectX Graphics Kernel Nghiém trong

10 |Kernel Streaming WOW |CVE-2025-53149 |L3 hong leo thang dic quyén Kernel |Quan trong
Thunk Service Driver Streaming WOW Thunk Service Driver

11 |Kernel Transaction | CVE-2025-53140 |Ld hong leo thang dic quyén Windows |Quan trong
Manager Kernel Transaction Manager

12 |Microsoft Brokering File|CVE-2025-53142 |Ld hong leo thang dic quyén Microsoft |Quan trong

System

Brokering File System




13 |Microsoft Dynamics 365|CVE-2025-49745 |L& hong XSS Microsoft Dynamics 365 (on- | Quan trong
(on-premises) premises)
14 |Microsoft Dynamics 365|CVE-2025-53728 |Ld hong tiét 16 thong tin Microsoft Dynamics | Quan trong
(on-premises) 365 (on-premises)
15 | Microsoft Edge for Android | CVE-2025-49755 |L& héng Spoofing Microsoft Edge|Thap
(Chromium-based) for Android
16 |Microsoft Edge for Android | CVE-2025-49736 |Ld hong Spoofing Microsoft Edge | Trung binh
(Chromium-based) for Android
17 |Microsoft Exchange Server |CVE-2025-25005 |Ld hong Tampering Microsoft Exchange |Quan trong
Server
8 Microsoft Exchange Server | CVE-2025-25006 |L3 hong Spoofing Microsoft Exchange Quan trong
Server
19 | Microsoft Exchange Server | CVE-2025-25007 |L& hong Spoofing Microsoft Exchange | Quan trong

Server




20 | Microsoft Exchange Server |CVE-2025-53786 |L3 hong leo thang dic quyén Microsoft |Quan trong
Exchange Server Hybrid Deployment
21  |Microsoft Exchange Server |CVE-2025-33051 |Ld hong tiét 16 thong tin Microsoft Exchange | Quan trong
Server
22 |Microsoft Graphics | CVE-2025-49743 |L3d hong leo thang dic quyén Windows |Quan trong
Component Graphics Component
23 |Microsoft Graphics | CVE-2025-50165 | L3 hong RCE Windows Graphics Component | Nghiém trong
Component
24 | Microsoft Office CVE-2025-53732 |Ld hong RCE Microsoft Office Quan trong
25 |Microsoft Office CVE-2025-53740 |Lb hong RCE Microsoft Office Nghiém trong
26  |Microsoft Office CVE-2025-53731 |Ld hong RCE Microsoft Office Nghiém trong
27 | Microsoft Office Excel CVE-2025-53759 | L3 hong RCE Microsoft Excel Quan trong
28 | Microsoft Office Excel CVE-2025-53737 | L& hong RCE Microsoft Excel Quan trong




29 |Microsoft Office Excel CVE-2025-53739 | L& hong RCE Microsoft Excel Quan trong
30 |Microsoft Office Excel CVE-2025-53735 | L& hong RCE Microsoft Excel Quan trong
31 |Microsoft Office Excel CVE-2025-53741 |L4 hong RCE Microsoft Excel Quan trong
32 | Microsoft Office | CVE-2025-53761 |L& hong RCE Microsoft PowerPoint Quan trong
PowerPoint
33 |Microsoft Office SharePoint | CVE-2025-53760 |L3 hong leo thang dic quyén Microsoft |Quan trong
SharePoint
34  |Microsoft Office SharePoint | CVE-2025-49712 | L& héng RCE Microsoft SharePoint Quan trong
35 | Microsoft Office Visio CVE-2025-53730 |Ld hong RCE Microsoft Office Visio Quan trong
36 |Microsoft Office Visio CVE-2025-53734 |Ld hong RCE Microsoft Office Visio Quan trong
37 |Microsoft Office Word CVE-2025-53738 |Ld hong RCE Microsoft Word Quan trong
38 |Microsoft Office Word CVE-2025-53736 | L hong tiét 16 thong tin Microsoft Word Quan trong




39 | Microsoft Office Word CVE-2025-53784 | L& hong RCE Microsoft Word Nghiém trong
40 |Microsoft Office Word CVE-2025-53733 | L& hong RCE Microsoft Word Nghiém trong
41  |Microsoft Teams CVE-2025-53783 |Lb hong RCE Microsoft Teams Quan trong
42 |Remote Access Point-to-|CVE-2025-50159 |Ld hong leo thang didc quyén Remote Access | Quan trong
Point Protocol (PPP) EAP- Point-to-Point Protocol (PPP) EAP-TLS
TLS
43  |Remote Desktop Server CVE-2025-50171 |Ld hong Spoofing Remote Desktop Quan trong
44 |Role: Windows Hyper-V CVE-2025-50167 |Ld hong leo thang dic quyén Windows | Quan trong
Hyper-V
45 |Role: Windows Hyper-V CVE-2025-53155 |Ld hong leo thang dic quyén Windows | Quan trong
Hyper-V
46 |Role: Windows Hyper-V CVE-2025-49751 | L4 hong DoS Windows Hyper-V Quan trong




47 |Role: Windows Hyper-V CVE-2025-53723 |Ld hong leo thang dic quyén Windows |Quan trong
Hyper-V

48 | Role: Windows Hyper-V CVE-2025-48807 |Ld hong RCE Windows Hyper-V Nghiém trong

49 |SQL Server CVE-2025-49758 |L hong leo thang dic quyén Microsoft SQL | Quan trong
Server

50 |SQL Server CVE-2025-24999 |L hong leo thang dic quyén Microsoft SQL | Quan trong
Server

51 |SQL Server CVE-2025-53727 |L hong leo thang dic quyén Microsoft SQL | Quan trong
Server

52 |SQL Server CVE-2025-49759 | L hong leo thang dic quyén Microsoft SQL | Quan trong
Server

53 | SQL Server CVE-2025-47954 |L hong leo thang dic quyén Microsoft SQL | Quan trong

Server




54 |Storage Port Driver CVE-2025-53156 |Ld hong tiét 16 thong tin Windows Storage | Quan trong
Port Driver

55 | Web Deploy CVE-2025-53772 | L4 hong RCE Web Deploy Quan trong

56 | Windows Ancillary | CVE-2025-53718 |Ld hong leo thang dic quyén Windows |Quan trong
Function Driver for Ancillary Function Driver for WinSock
WinSock

57 | Windows Ancillary | CVE-2025-53134 |L3 hong leo thang dic quyén Windows |Quan trong
Function Driver for Ancillary Function Driver for WinSock
WinSock

58 | Windows Ancillary | CVE-2025-49762 |Ld hong leo thang dic quyén Windows |Quan trong
Function Driver for Ancillary Function Driver for WinSock
WinSock

59 | Windows Ancillary | CVE-2025-53147 |Ld hong leo thang dic quyén Windows |Quan trong
Function Driver for Ancillary Function Driver for WinSock

WinSock




60 | Windows Ancillary | CVE-2025-53154 |Ld hong leo thang dic quyén Windows |Quan trong
Function Driver for Ancillary Function Driver for WinSock
WinSock

61 | Windows Ancillary | CVE-2025-53137 |L3 hong leo thang dic quyén Windows |Quan trong
Function Driver for Ancillary Function Driver for WinSock
WinSock

62 | Windows Ancillary | CVE-2025-53141 |Ld hong leo thang dic quyén Windows |Quan trong
Function Driver for Ancillary Function Driver for WinSock
WinSock

63 | Windows Cloud Files Mini | CVE-2025-50170 |LJ hong leo thang dic quyén Windows Cloud | Quan trong
Filter Driver Files Mini Filter Driver

64 | Windows Connected | CVE-2025-53721 |L& hong leo thang dic quyén Windows |Quan trong
Devices Platform Service Connected Devices Platform Service

65 | Windows DirectX CVE-2025-53135 |L& hong leo thang dic quyén DirectX |Quan trong

Graphics Kernel




66 | Windows DirectX CVE-2025-50172 |Ld héng DoS DirectX Graphics Kernel Quan trong
67 | Windows Distributed | CVE-2025-50166 |L6 hong tiét 10 thong tin  Windows | Quan trong
Transaction Coordinator Distributed Transaction Coordinator

(MSDTC)

68 | Windows File Explorer CVE-2025-50154 |Lb hong Spoofing Microsoft Windows File | Quan trong
Explorer

69 | Windows GDI+ CVE-2025-53766 |Ld hong RCE GDI+ Nghiém trong

70 | Windows Installer CVE-2025-50173 |Ld hong leo thang dic quyén Windows |Quan trong
Installer

71 | Windows Kerberos CVE-2025-53779 |L hong leo thang dic quyén Windows | Trung binh
Kerberos

72 | Windows Kernel CVE-2025-49761 |Ld hong leo thang dic quyén Windows |Quan trong

Kernel




73 | Windows Kernel CVE-2025-53151 |Ld hong leo thang dic quyén Windows |Quan trong
Kernel
74 |Windows Local Security |CVE-2025-53716 |Ld hong DoS Local Security Authority |Quan trong
Authority Subsystem Subsystem Service (LSASS)
Service (LSASS)
75 | Windows Media CVE-2025-53131 |Lb hong RCE Windows Media Quan trong
76 | Windows Message Queuing | CVE-2025-53145 |L& hong RCE Microsoft Message Queuing | Quan trong
(MSMQ)
77 | Windows Message Queuing | CVE-2025-53143 |L& hong RCE Microsoft Message Queuing | Quan trong
(MSMQ)
78 | Windows Message Queuing | CVE-2025-50177 |L& hong RCE Microsoft Message Queuing | Nghiém trong
(MSMQ)
79 | Windows Message Queuing | CVE-2025-53144 | L3 hong RCE Microsoft Message Queuing |Quan trong

(MSMQ)




80 |[Windows NT OS Kernel CVE-2025-53136 |Ld hong tiét 16 thong tin NT OS Kernel |Quan trong
Information Disclosure Vulnerability
81 |Windows NTFS CVE-2025-50158 |L hong tiét 16 thong tin Windows NTFS | Quan trong
82 | Windows NTLM CVE-2025-53778 |Ld hong leo thang dic quyén Windows |Nghiém trong
NTLM
83 | Windows CVE-2025-53133 |Ld hong leo thang dic quyén Windows |Quan trong
PrintWorkflowUserSvc PrintWorkflowUserSvc
84 | Windows Push | CVE-2025-53725 | L& héng leo thang dic quyén Windows Push | Quan trong
Notifications Notifications Apps
85 | Windows Push | CVE-2025-53724 |Ld héng leo thang dic quyén Windows Push | Quan trong
Notifications Notifications Apps
86 | Windows Push | CVE-2025-50155 |Ld héng leo thang dic quyén Windows Push | Quan trong
Notifications Notifications Apps




87 | Windows Push | CVE-2025-53726 |Ld héng leo thang dic quyén Windows Push | Quan trong
Notifications Notifications Apps

88 |Windows Remote Desktop |CVE-2025-53722 |L& héng DoS Windows Remote Desktop|Quan trong
Services Services

80 |Windows Routing and|CVE-2025-50157 |L& hong tiét 16 thong tin Windows Routing | Quan trong
Remote Access Service and Remote Access Service (RRAS)
(RRAS)

90 |Windows Routing and|CVE-2025-53153 |L§ hong tiét 16 thong tin Windows Routing | Quan trong
Remote Access Service and Remote Access Service (RRAS)
(RRAS)

91 |Windows Routing and|CVE-2025-50163 |L& hong RCE Windows Routing and Remote | Quan trong

Remote Access Service

(RRAS)

Access Service (RRAS)




92 |Windows Routing and|CVE-2025-50162 |L& hong RCE Windows Routing and Remote | Quan trong
Remote Access Service Access Service (RRAS)
(RRAS)

93 |Windows Routing and|CVE-2025-50164 |L& héng RCE Windows Routing and Remote | Quan trong
Remote Access Service Access Service (RRAS)
(RRAS)

94 |Windows Routing and|CVE-2025-53148 |L hong tiét 16 thong tin Windows Routing | Quan trong
Remote Access Service and Remote Access Service (RRAS)
(RRAS)

95 |Windows Routing and|CVE-2025-53138 |L hong tiét 1o thong tin Windows Routing | Quan trong
Remote Access Service and Remote Access Service (RRAS)
(RRAS)

96 |Windows Routing and|CVE-2025-50156 |L hong tiét 16 théng tin Windows Routing | Quan trong
Remote Access Service and Remote Access Service (RRAS)

(RRAS)




97 |Windows Routing and|CVE-2025-49757 |L& hong RCE Windows Routing and Remote | Quan trong
Remote Access Service Access Service (RRAS)
(RRAS)

98 |Windows Routing and|CVE-2025-53719 |LJ hdng tiét 16 théng tin Windows Routing | Quan trong
Remote Access Service and Remote Access Service (RRAS)
(RRAS)

99 |Windows Routing and|CVE-2025-53720 |L hong RCE Windows Routing and Remote | Quan trong
Remote Access Service Access Service (RRAS)
(RRAS)

100 |Windows Routing and|CVE-2025-50160 |Lb hong RCE Windows Routing and Remote | Quan trong
Remote Access Service Access Service (RRAS)
(RRAS)

101 | Windows Security App CVE-2025-53769 |Lb hong Spoofing Windows Security App Quan trong

102 | Windows SMB CVE-2025-50169 |Ld hong RCE Windows SMB Quan trong




103 |Windows StateRepository | CVE-2025-53789 |Ld hong leo thang dic quyén Windows |Quan trong
API StateRepository API Server file

104 |Windows Subsystem for | CVE-2025-53788 |L& hong leo thang dic quyén Windows|Quan trong
Linux Subsystem for Linux (WSL2) Kernel

105 |Windows Win32K - GRFX |CVE-2025-50161 |Ld hong leo thang dic quyén Win32k Quan trong

106 | Windows Win32K - GRFX |CVE-2025-53132 |L hong leo thang dic quyén Win32k Quan trong

107 | Windows Win32K - ICOMP | CVE-2025-50168 |Ld hong leo thang dic quyén Win32k Quan trong




