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Hé mat khoa cong khai dua trén CélC phﬁn ta
kha nghich trong vanh da thirc chan - IPKE

Cic vanh da thic chin

+1)|nez’, hay viét ngin gon la

tit—

n

Tom
GF,[x1/(x*
R,,[x] thwong khéng dwoc sir dung trong ly thuyét
mi sira sai truyén thong. Tuy nhién, cic dic tinh
todn hoc ciia cic vanh nay lai phu hep véi mit ma
va ¢6 thé khai thac dé xay dyng cac hé mat. Bai bao
deé xuat mgt h¢ mat khéa cong khai dya trén cic
phan tir kha nghich trong mgt loai vanh chan dic
bigt R [x]lkez" cung mft s6 phan tich vé hi¢u
ning va kha niang bao mat.

Abstract— Even quotient polynomial rings
GF,[x]/(x""+1)|neZ", or R, [x] forshort,

are not widely used in traditional error-correction
coding theory. However, the mathematical
characteristics of those rings are suitable for
cryptography and can be exploited to construct
cryptosystems. In this paper, a public key
cryptosystem based on the invertible elements in

Rzk [x]|k e Z" is proposed along with brief
analysis on performance and security.

Tir khéa— Mdt ma; khoa cong khai; h¢ mdt; vanh
da thirc chan; phan tir khd nghich.

l. GIOI THIEU
Céc phan tir kha nghich trén vanh da thic c6
bac hitu han h¢ s6 nguyén z [x]/(x" -1)|nez®

da duoc J. Jeffrey Hoffstein, Jill Pipher va Joseph
H. Silverman sir dung dé xay dung hé mat NTRU
trong [1] vao nim 1998. Tai thoi diém ra doi,
NTRU khong dugc xdy dung trén mét bai toan
kho cu thé nao, nén da bi cong dong mat ma phan
db6i. Tuy nhién, cho dén nay, Vi cac phién ban cai
tién, NTRU Vén chua bi phd va dugc IEEE chuan
hoa trong tiéu chuan P.1363.1, mic du do6 mat cia
NTRU van chua duoc chinh thic quy vé mot bai
toan kho nao (ma chi c6 lién quan dén mot sd bai
toan kho trén dan). NTRU c6 rat nhiéu bién thé,
tuy nhién, ngoai CTRU dugc xay dung trén vanh
da thirc c6 bac hitu han va hé sé nhi phan
GFZ[X]/<f >, trong d6 f 1la mot da thuc bat kha
quy c6 bac hiru han trén GF (2) thi chwa c6 bién
thé nao dugc xay dung trén vanh R [x]|nez" .

Trong ly thuyét mi stra sai truyén théng, cac
vanh da thtic chin R, [x] khong dugc sir dung vi
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cac ma x8y dung trén cac ideals cuia cac vanh nay
c6 thé suy ra truc tiép tir cac ma cua vanh R, [x]
tuong tng. Gan day, bang phuong phap phéan
hoach R, [x] thanh cac 16p cac phan tir lién hop
[2], cac phan tr lién hop cua liy dang nudt
(Swallowing Idempotent) va phan tu zero trong
cac vanh nay da duoc su dung dé xay dung mot so
I6p ma cyclic cuc b6 co dic tinh stra sai tot. Ngoai
ra, cac cip sd nhan cyclic trong R, [x]lkez o
mot loai vanh chin dic bigt, da dugc khai thac dé
xay dung mot hé mat khoa bi mat [3] va sau do
duoc g dung trong mét bién thé cua hé mat DES [4].

Trong bai bao ndy, bai toan kho vé& khdi phuc
mot da thuc tir mot tich khong kha nghich trong
vanh da thic R, [x]|k 2" s& dugc khai thac dé
xay dung mot ham ctra sap ung dung trong mot hé
mat khoa cong khai mai la IPKE (Invertible
Public Key Encryption scheme) v&i mét so dac
tinh tot.

Trong Muc Il ctia bai bao s€ chi ra trén cac
vanh R [x]|keZ" tON tai ca cic phan tr kha
nghich va khong kha nghich, dua ra tiéu chuan
xac dinh cac phan tir kha nghich cung thuat toan
dé tinh toan phan tu nghich dao ctua ching, ciing
nhu mdt ham ctra sap dua trén cac phan tr nay.
Trong Muc I, mot hé mat khéa cong khai mai
dua trén ham cua sap s€ duoc trinh bay chi tiét
gom céac thu tuc tao khoa, ma hoa va giai ma, cung
mot s6 vi du minh hoa. Muc 1V s€ tap trung phan
tich hiéu nang va kha nang bao mat cua hé mat
dugc dé xuat trudgc mot so loai tan cong pho bien.
Cac ket luan va hudng nghién ctu ti€p theo dugc
de céap trong Muc V.

II. CO SO TOAN HQC
Trong muc nay, chiing toi tap trung vao cac da
thirc kha nghich trén R ,[x] va dé xuat mot ham
ctra sap dua trén cac phan tir dic biét nay.
A. Cdc phan tir kha nghich trong R , [x]

Ky higu 11.1: Trong sé6 Hamming cua mot da
thirc batky f < R, [x] duoc ky hiéula w(f).
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Ky hi¢u 11.2: Trong R, [x], tap cac da thirc co
trong s6 lé duge ky hiéula 1, [x].

Rat d& nhan thay rang sb phan tir c6 trong s6 1é
o

, N N \ 2k
trong cic vanh nay la ‘I " [x]‘ =2

Dinh nghia 11.1: Pa thuc kha
nghich néu ton tai mot da thuc g < R ,[x] thoa

feR,[x]

man g.f =1mod(x’ +1).
Bo dé 11.1: Moi da thic feRr,[x] la kha
nghich khi va chi khi f <1 ,[x].
Chting minh: Gia sir t duoc biéu dién 1a
2" 1 A
f=> fx'|f, e GF(2),
i=0
vi f, e GF(2) nén
k 2k71 . k k
i2 = 3 (f, )% mod(x® +1)
i=0

2% 1 2k 1

=z f2kxi.2“modzk _ f
i=0 i=0
=w(f)mod2.
Néu fei,.[x] hoic w(f)mod2=1 thi

k k
ZTmod(x? +1), ta co

2k

g.f=f>""f=1f% =1mod(x> +1) va g la

nghich dao ciia f . DEthdy g < 1 ,[x].
Néu f ¢ 1_.[x] hién nhién w(f)mod2=0.

Gia st f la kha nghich va h 1a nghich dao

cia f ta S8 cO h.f=1mod(x’ +1) va
Kk K K Kk

(h.t)" =h? . £% —1mod(x® +1).
khong thé

Zk

f

Diéu

Xay ra vi

nay

=w(f)mod2= Omod(xZk +1) .U

Trong [5], n = 2* duoc ching minh 1a cap cuc
dai cua tat ca cac da thic f < R, [x] va ord(f)
1a wéc cua 2 hay ord (f)=2"[ie[1,k]. Do do, ta
c6 thé tinh nghich dao cia f bang thuét toan sau,
thay vi phai tinh g = f 2 mod(xzk +1).

Thudt tedn 11.1: Thuat toan tinh nghich dao g
cua da thuc f e 1, [x]

VAO: Pathuc f e 1 ,[x].
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RA: ba thurc gel,lxl,

k

gel, [xllgf =1mod(x* +1).

THUAT TOAN:
l.g=1;

k

2.a=f’mod(x> +1);

3.fori=1tok-1{

4.if g.f —imod(x> +1) exit:
g:g.amod(x2k+1);

2 2% .
a=a mod(x" +1),

}.

Lay vi dy, trong 1 .[x], d¢ tinh nghich dao cua
f=x"+x"+x>, vi ord(f)=2"=4, s dung
thuét toan trén, ta c6 thé tinh g = f*mod(x® +1)
tai  buoc i=2, thay vi phai tinh
g="f mod(x®+1).

Bo dé 11.2: Trong R, [x], Moi da thirc c6 dang
g=f.(x"+1)|pez,0<p<2“Véi t 1a da thic
bat ky, 1a khong kha nghich.

Chang minh: Vi w(g) luén 1a s6 chin nén
w(g)mod2=0. Theo B6 dé 1.1, g khong kha
nghich.

Bo dé 11.3: Trong R, [x], gida St f mét da thic

cobac deg f < p-1,Vdi pez,0<p<2“", néu

g=> g x'= f.(1+x")

thi
p-1

f=> g,x' .
i=0
Chtng minh: Vi deg f < p -1, ta c6 thé biéu dién
p-1
f=> fx'|f,eGF(2)
i=0
va
p-1 p-1
g=> f,x' +xp.z f,x'
i=0 i=0

p-1 p-

1
=Y fx ey £
i=0

i=0

DPdibiéni= j-p,vizp-1<2" -1 taco:
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p-1 2p-1

z fixi+p :Z fjxJ+p
ji=p

i=0

p-1 2p-1

vag=Y% fx' +> fx'"P
i=0 i=p

Rdrang f =g, lie[0,p-1] hay

p-1

f = z gixi.
i=0

B. Ham cira sdp dwa trén cdc phan tir kha nghich
trong R, [x]

3

Dat K =s.(1+x")mod(x’ +1) va
c=m.K mod(x2k +1) VGI K,s,m,c la cac da thuc
tily y trong R, [x]. Theo Bo d¢ 11.2, khong thé tim
dugc K, e R, [x] aé K,.K —1mod(x> +1). Do

2
do, chi v6i Kk , ta khong thé tinh dugc m tir ¢
bang cong thuc

m = Kl.cmod(x2k +1).

Tuy nhién, néu biét - , phan tar nghich dao cua
s , ta cO thé tinh

d = z-.cmod(x2 +1)

=m.(x" +1)mod(x® +1)
va néu degm < p -1, ta d& dang khoi phuc m tir
d theo B dé 11.3.
Qua phén tich trén cho thay biéu thirc
¢=m.K mod(x® +1) Q

gidng nhu mot ham cwra sap, trong do, d& dang
tinh ¢ tr m nhung khong the tinh ngugc m tur ¢
néu khong biét cura sap - .

C. Khong gian cac cva sap trong R, [x]

Dé tranh 160 s tir Kk , bac cua s can lén hon
p-1,khido s codang:

s=s,.x"+s,]gez,psq<2" 2
VOl s, e R, [Ix] va s, e R [x].

Ngoai ra, nhu da dé cip & trén, ctra S4p « ton
tai khi va chi khi s kha nghich hay theo Bo d¢
112, s 1,,[x]. Khi d6 s c6 trong s & hay

w(s)=w(s)+w(s,)=2l+1]leZ". 3

Bo dé 11.4: Goi s .[x] la tap céc da thuc

s R, [x] thoa min hai diéu kién (2)va(3) khido

k k
2“4+ p-q-1 2X_q-1 -1
N = Pratt_pZ ettt _pPt,

S2k [x]‘ =2

1

Chting minh: Trong R [x], c6 tong s6 2"°
phan tir co trong s0 I¢ va 2" —1 phan tir khac
zero (da thuc f = 0) co trong so chan.

biéu kién (3) duoc théa man khi w(s,) hoic
w(s,) ¢ con gia tri kia chan. Do d6, cé:

k
N, =20 "0 o)

cach chon s,,s, dé w(s,) 1¢ va w(s,) chanvaco

Zk
N, = (2

BRI DI A
cach chon s s, dé w(s,) chdn va w(s,) lé. H¢
qua la:

2¥-q-1 2% q-1

N = ‘szk[x]‘= N, + N, =22""2 2 -2t

_ 22*4 B 22k7q—1 EPLEE
Két qua nay chi ra rang, khong phai tat ca
2

2*"~* phan tir kha nghich trong 1, [x] déu co thé
sir dung dé xay dung ham cira sap (1).

1. HE MAT KHOA CONG KHAI IPKE

Diém dic biét ctia IPKE 1a khoa bi mat duoc
tao lap trén co so mot da thirc kha nghich theo mot
modun thay vi dong thoi hai moédun khac nhau
nhu treong hop cua NTRU.

Trong muc nay, dua trén ham cua sép (1),
chung t6i s& mo ta chi tiét hé mat dugc dé xuat
bao gom cac thu tuc tao khda, ma hoa va giai ma
va hai vi du minh hoa.

A. Tao khoa

Pé xay dung hé mat, Bob tién hanh cac budc
nhu sau:

Chon mot sb nguyén dwong k va hai sb

k-1

nguyén duong p <2 va p=<q=<2"-1 d xay

dung hé mat trén vanh s, e R,.[x1;
Chon hai da thuc khac zero s, e R, [x] va
s, € R [x] tinh s = (s,x" +sz)mod(x2k +1);

Str dung Thuat toan II.1 dé tinh 2* bit khoa bi

mat ¢, véi dau vao s, ;
Tinh 2* bit
K, =s,.(x" +1)mod(x’ +1) (4)

va gui b ba khoa cong khai (k, p, k) toi Alice.
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B. Ma hoéa 2. M4 hoa:
Pé ma hoa p bitbanrd m , Alice tinh Sau khi nhan duwoc k va K, dé ma hoa ban
c=m.KBmod(x2k o1 ©) tin 3 bit m = (011) dang nhi phan hay m=x+1
dang da thuc, sir dung cong thuc (5), Alice tinh
va guri 2% bit ban ma ¢ tGi Bob. et e xal
=X +X +X +X +XxX+
C. Giai ma va giri 8 ban ma ¢ = (01011111) dang nhi phan
Khi nhan dugc ¢, Bobdingkhéabimét - , tinh dén Bob.
d =rB.cm0d(x2k +1) (6) 3. Giai mi:
Khi nhan dugc ¢ tu Alice, ap dung cong thic
(6), Bob tinh
p-1
m:Zdixi @) d=x*"+x>+x+1
va str dung cong thic (7) dé khoi phuc m = x +1.
F. Vidu mot hé mat 64 bit
Bob chon k=6, p=31 va q=37 dé xdy

va khoi phuc m bang cach tinh

VGi d, |ie[0,p-1] la cac hé sb cla da thuc d
trong biéu dién

2% 1

d=3 dx . dung h¢ mat trén vanh R, [x].
=0 1. Tao khoa:
D. Chitng minh hoat dong gidai ma Bob chon
Thay thé ¢ trong (5) vao (4) ta c6 S o x® Xk rleRx] VA
d=r,c=7,mK, mod(x2k +1) s, = e xP e xt e x e x e R,, [x]
=z-B.sB.m.(><2H+1)mod(><2k +1). dé tinh
Theo (1), ta co sg = X e T e M X xS

Vi w(s,) =9, Bob dung s, tinh khoa bi mat

k
d=m.(x"+1)mod(x> +1).
Cubi cung, theo BS dé 11.3, ta c6 Tg =X +X X+ X +X X+ X+ X+X

p-1 FX X HEX X X XX+ X +X

m = z dixi.
i=0

E. VI du mot hé mat 8 bit
Bob chon k=3,p=3q=5 d& xdy dung hé

17 15 13 12 5 4 3
+XT XXX HEX X+ X+ X+ 1
Khong kh6é d¢ co the kiém tra

Sy =1mod(x64 +1).

Sau do, Bob tinh khoa cong khai

g

mat trén vanh R,[x].

K —X63+X57+X52+X42+X40+X30+X26
1. Tao khoa: B~
X "A . 19 11 7 6 5 4 3
Pau tién, Bob chon p=3 va q=5; TXOEX X XXX X
. Z va gui k, p cung K . toi Alice.
Tiép theo, Bob chon g P cung K,
2. Ma hoa:

slzx2+le R,[x] va 52:x4eR5[x] o . T
Sau khi nhan duoc k, p va K, dé ma hoa ban

dé tinh sq =5, x° +5s,=x +x"+x" vakhéabimat 1d 31 bit dang da thuc

6 4 3 2 . 30 28 22 20 18
‘L'B:X + X +X +X + X, m =X + X + X + X + X

14 11 8 6 4 2
+ X +X +X +X +X +X
Alice sir dung cong thuc (5) tinh

61 59 58 56 54 53 52 51 49 47
c=X +X +X +X +X +X +X +X +X +X

Dé théy 7,5, =1mod(x" +1);
Tiép do6, Bob tinh khoa cong khai

K.o=x>+x +x"+1
B 46 42 41 40 38 37 32 29 25
X+ X T HFX FEX +X +X X+ X+ X
vagui k, p,q cung K, toi Alice. s 20 10 18 13 9 3 2
+XTHEX HXT X XX+ X+ X +1

va g ¢ t6i Bob.
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3. Giai ma:
Khi nhan dugc ¢t Alice, st dung cong thirc
(6), Bob tinh

61 59 53 51 49 45
d=(Xx"+X +X +X +X +X

14 11 8 6 4 2
+XT X+ X +X +X +X)
sau do6 str dung cong thic (7) khoi phuc

30 28 22 20 18
m =X + X + X + X + X

14 11 8 6 4 2
+ X + X + X +X +X + X .
IV. HIEU NANG VA KHA NANG BAO MAT
CUA IPKE
Trong muc nay, mét s6 loai tan cong phd biér]
s€ dugc su dung de chiang minh hé mat dugc de
Xuat la an toan \{é mat tiph toan. Ngoai ra, cac
phan tich 1y thuy€t cho thay hé mat nay phu hop
véi cac ing dung doi hoi toc do tinh toan nhanh.

A. Cdc logi tin céng

1. T4n cong kiéu vét can

Nguoi tham ma nhan dugc ¢ co thé thir vét
can M =2° ban rd m cho dén khi dat duoc
m.K, = cmod(xzk +1) hoac thtr vét can

2% _g-1

-2 —t

khoa  bi  mat Ty cho dn  khi

7. .K :(xp+1)m0d(x2k +1).

s-Kg
2. Tan cong l,)&"lng ban ma dwec chon dua
trén dic tinh tuyén tinh ctia ham ctra sap
Do ham cira sép 1a tuyén tinh, co ‘Ehé thay, néu
khoa cong khai K, khong thay doi theo tung
phién ma, véi m ,m, 14 hai ban 16 bat ky va c,,c,

B

1a cac ban ma tuong ng cuia chiing, d& thay

Zk
c;=(m, +m,)K;mod(x" +1)=c, +c,.

Do vay, khi nhan dugc moét ban ma ¢ nao do,
nguoi tham ma s€ chon mot ban 16 tly ¥ m*e m
va thuc hién thu tuc ma hoa

. 2"
c'=c+m* K, =(m+m*)K,mod(x" +1),

sau do st dung thi tuc giai ma (luu y rang,
diéu kién cua cac tin coéng bang ban mi dugc
chon 1a ing v&i mdi phién ma hoa, ngudi tham ma
c¢6 kha nang truy cap dén ca bo (oracle) ma hoa va
giai ma cua hé mat) va tinh dugc

3

m'=(m +m"‘)mod(x2 +1)

tor d6 khoi phuc duoc

m=(m'+ m*)mod(xZk +1) .

bé ngan chan cac kiéu tan c;}ng nay, khoa cong
khai K, can phai dugc thay d6i ngau nhién trong
khong gian kl}(’)a theo timg phién ma hoa. Diéu
nay c6 dugc bang cach chon khéa bi mat s, ngau
nhién trong s , [x]. Cu the hon, gia su trong phién
mé hoa c' khoa cong khai 1a K , ké tan cong s&

khong thé tinh duoc m theo cach trén, vi khi do

3

c'=m.K, + m*.K; mod(x2 +1).

Chu y: Loai tan coéng gan tuong ty nhu trén
cling xay ra doi véi hé mat RSA [7] nhung dua
trén déc tinh cua phép nhdn moédun thay vi pheép
cong cua hé¢ mat IPKE. Ngoai ra, neu khong st
dung khoa phién nhu trén, ta c6 thé ap dung
phuong phép theo so do dém OAEP [8] tuong tu
nhu giai phap OAEP-RSA [9] d€ chong lai loai
tan cong nay.

B. Lwa chon cdc tham s6

Mot nhuogc diém cua hé¢ mat dwoc dé xuét 1a
ban md co6 do dai gip 2"/ p lan ban 3. Vi
p < 2" nén hé s6 mé rong ban ma ludn 16n hon
2. Do viy, c6 thé chon

D=2t 1

dé t6i vu hiéu qua ma héa. Khi d6, dd mat ban
tin cling dat gia tri toi uvu

-1

M =2°

Gia tri q 1a khong cong khai va ¢ thé chon
theo diéu kién p <q <2 —1. Tuy nhién, dé can
bang d6 mat cua ban tin M va do mat cia khoa
N can chon g sao cho gi4 |[M - N| cang nho
cang tot.
C. Phan tich hiéu ndng trén 1y thuyét

Mac du k cang lén thica m va N cang 1on,
tac kha ndng an toan cua hé mat cang cao, ta can
phai chon k phu hop dédambao hiéu qua ma hoa.

Thuat toan tinh khoa bi mat -, can nhiéu nhat
k -1 budc. Cho/nén, trong truong hop do dai
khoa cong khai rat lon, ¢& 4096 Ung voi k =12
cling khong anh huong dén thu tuc tao khoa.

Bang 1 tom tat cac dac tinh trén ly thuyét cua
hé mat dugce dé xuat so sanh vGi hé mat RSA khi
str dung cung khoa cong khai c¢6 d6 dai 2*.

B
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Mot wu diém quan trong cua hé mat IPKE i
téc do tinh toan. Ca hai thu tuc ma hoa va giai ma
déu sir dung phép nhin da thirc modun rat don
gian trong khi RSA phai st dung ham mit médun.
BANG 1. HIEU NANG TREN LY THUYET CUA HE MAP

IPKE KHI SO SANH VS RSA

IPKE RSA

D¢ dai khoa cong khai (bit) ok ok
bo dai ban r6 (blt) 2P ok
D6 dai ban ma (blt) Zk 2k
Do phirc tap ma hoa (bit ) 2.
operation) Ok 1ok
Do phuc tap giai ma (bit ) .
operation) 0™ 0™
Hé s6 ma rong ban tin )

. . 2/p 11"
(c (bit) / m (bit))

(*): D6 phuc tap ma hoa cua RSA 1a o (k*) trir
khi s6 mii m3 héa 1a nhé.

(**): Trén thuc té, d6 mé rong cua RSA
thuong I6n hon 1 vi phai danh khong gian cho
phan dém dir liéu (padding).

D. Mét s6 ché do hoat dong
BANG 2. CAC CHE DO HOAT PONG CUA

HE MAT IPKE
A A £ Trung
P mat Thap binh Cao
10 1023, | 12, 2047,
k.p.a 7,63,65 "1005 2049
Do diikhoa | 128 1024 4096
E'? SOMOTONG | 5 1158 | 20020 2.0005
an tin

N 1024 |6,70 x 10'5%| 1,62 x 10616
N 4096 [8.99 x 10%7| 5,22 x 10122

Trong Bang 2 dua ra ba ché d6 hoat dong cua
IPKE véi ba mire d6 bao mat khac nhau.

bPé don gian trong tinh todn, ta c6 thé chon
k =7 . Ché d6 nay phu hop vdi cac hé thong han
che veé tai nguyén (CPU, bd nha, pin...).

Tuong dwong vé6i gia tri khuyén nghi vé do dai
khoa cta RSA [7] va NTRU [5], IPKE sir dung
khoa c6 do dai 1024 cho cac ung dung thong
thuong va 4096 cho cac wng dung yéu cau bao
mat cao.

Trong ché d6 bao mat cao, cac kiéu tin cong
da phan tich déu rat khé thuc thi vi N va M déu
la cac sO nguyén rat Ién. Cac gia tri k 16n hon can
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dugc xem xét k§ dé dam bao can bang giita mirc
d6 bao mat va hiéu qua ma hoa.

So v6i NTRU & cac ché do khac nhau, IPKE
chi sir dung mot khoa bi mat va c6 do mo réng
ban tin thap hon nhiécu.

V. KET LUAN
Trong cac vanh da thac chan R[], tinh to4n

nghich dao cua mot da thic kha nghich 1a dé dang
nhung khoéi phuc mot da thac tor mot tich khong
kha nghich 1a mét bai toan kho khi k du Ion. Mot
s6 phan tich trén 1y thuyét cho thdy mic du dugc
xdy dyng trén mot nén tang tuyén tinh, IPKE c6
mot s6 wu diém nhit dinh va co thé xem xét dé
dua vao cac ung dung thuc té (dam bao can bang
gita M va N , mo rong khong gian khoa, thir cac
loai tin cong khac...) dic biét 1a cac (ng dung doi
hoi tdc d tinh toan cao Vi tai nguyén han ché.
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